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USABLE SECURITY OF ONLINE PASSWORD
MANAGEMENT WITH SENSOR-BASED
AUTHENTICATION

BACKGROUND

The emergence of the mobile Internet, highly available
cloud services, and mobile phones with rich on-phone sens-
ing capabilities have significantly changed the landscape of
mobile computing. Mobile Internet is gaining popularity with
such magnitude that the number of users that connect to the
Internet using mobile devices is expected to exceed that of
desktop PCs within the few years.

Current security mechanisms that use passwords are
appropriate for keyboard-equipped desktop PCs, but incon-
venient for most mobile devices that typically have a much
smaller form factor. As a best practice, secure websites unani-
mously enforce, or at least advise, the use of strong passwords
that require both a minimum password length and diversity on
the character set used (e.g., characters are a mix of upper and
lower case letters, digits and non-alphanumeric characters).
Stronger passwords improve security. However, it further
increases the difficulty of inputting password on a mobile
device, which usability drawbacks may eventually result in
users counteracting practices, and hence, fail the original goal
of security.

SUMMARY

The following presents a simplified summary in order to
provide a basic understanding of some novel embodiments
described herein. This summary is not an extensive overview,
and it is not intended to identity key/critical elements or to
delineate the scope thereof. Its sole purpose is to present some
concepts in a simplified form as a prelude to the more detailed
description that is presented later.

The disclosed architecture is a multi-party security proto-
col that incorporates biometric based authentication and
withstands attacks against any single party (e.g., mobile
phone, cloud, or the user). The protocol involves the function
split between mobile and cloud and the mechanisms to chain-
hold the secrets. A key generation mechanisms binds secrets
to a specific device or URL (uniform resource locator) by
adding salt (e.g., random bits as one input to a one-way
function) to a master credential. An inline CAPTCHA (Com-
pletely Automated Public Turing test to tell Computers and
Humans Apart) handling mechanism uses the same sensor
modality as the authentication process, which not only
improves the usability, but also facilitates the authentication
process. A user friendly interface is also provided.

This architecture further enhances existing overall system
security (e.g., handling untrusted or compromised cloud ser-
vice, phone being lost, impersonation, etc.) and also improves
the usability by automatically handling the CAPTCHA.

To the accomplishment of the foregoing and related ends,
certain illustrative aspects are described herein in connection
with the following description and the annexed drawings.
These aspects are indicative of the various ways in which the
principles disclosed herein can be practiced and all aspects
and equivalents thereof are intended to be within the scope of
the claimed subject matter. Other advantages and novel fea-
tures will become apparent from the following detailed
description when considered in conjunction with the draw-
ings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a security system in accordance with the
disclosed architecture.
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2

FIG. 2 illustrates security in a cloud framework in accor-
dance with the disclosed architecture.

FIG. 3 illustrates an exemplary security software system
for use on the client side.

FIG. 4 illustrates an exemplary inline CAPTCHA handling
system.

FIG. 5 illustrates a user interface for random challenge and
CAPTCHA input.

FIG. 6 illustrates a sequential work flow diagram of the
security architecture for voice verification and recognition
using a mobile device.

FIG. 7 illustrates an optimized sequential work flow dia-
gram of the security architecture for voice verification and
recognition using a mobile device that exploits parallelism.

FIG. 8 illustrates a security method in accordance with the
disclosed architecture.

FIG. 9 illustrates further aspects of the method of FIG. 8.

FIG. 10A and FIG. 10B illustrate an alternative security
method in accordance with the disclosed architecture.

FIG. 11 illustrates further aspects of the method of FIGS.
10A and 10B

FIG. 12 illustrates a block diagram of a computing system
that executes a multi-party security protocol in accordance
with the disclosed architecture.

DETAILED DESCRIPTION

Biometric information is now readily available from a
number of different devices and in different forms. Thus,
biometric-based authentication using sensors on cell phones,
for example, provides a balance between security and usabil-
ity. Mobile computing can be regarded as involving three
separate parties: mobile phone, cloud, and user. Separation of
these three lends itself to a three-party security protocol that
incorporates biometric-based authentication and withstands
attacks against any single party.

The disclosed architecture utilizes these three parties to
enable user-friendly and secure mobile web access. Firstly,
the use of biometric-based authentication strikes a balance
between usability and security. This is particularly appropri-
ate given the ever increasingly rich set of sensors that are now
available, including on mobile devices. The proposed biomet-
ric authentication need not replace existing password-based
authentication. Rather, the disclosed biometric authentication
architecture can be used as an enhancement to the existing
systems with improved usability and security.

Secondly, the architecture embraces the separation of
mobile devices, users, and the cloud for security. A principal
security challenge in mobile-cloud computing is that trust
cannot be placed entirely on mobile devices (as such devices
are susceptible to loss) or on the cloud (as the cloud may not
be completely trustworthy). Rather, the architecture employs
a security protocol that utilizes the physical separation of the
three parties, where a user uses biometric authentication for
self-identification, a cloud is used to store encrypted creden-
tials, and the corresponding keys on mobile devices. In con-
trast to a conventional approach of using a cloud for compu-
tation offloading, the disclosed architecture uses a cloud for
usability and security.

The architecture framework can accommodate different
biometric authentication mechanisms, and is compatible with
the current interactions between a client and a web service, in
that eventually the same password-based credentials are sup-
plied for authentication. This allows the architecture to be
adopted without requiring any changes on web services.

Thirdly, for websites that use CAPTCHA (Completely
Automated Public Turing test to tell Computers and Humans



US 9,141,779 B2

3

Apart) to distinguish real users from attacks from “robots”,
the architecture allows users to handle CAPTCHA input by
piggybacking on the user authentication process. Both
authentication and recognition are performed on user actions,
where authentication identifies a user using biometrics and
recognition extracts the CAPTCHA input. For example,
when using voice-based biometric authentication, the user is
prompted to read the CAPTCHA and uses speech recognition
to extract the input.

The disclosed architecture is an online password manager
that utilizes biometric-authentication techniques (e.g.,
authentication through the biometric characteristics of human
being such as face, voice, iris, vein, etc.), existing or other-
wise, to maintain a mobile experience and at the same time
increases the security level compared to traditional password
managers.

The disclosed architecture reduces the risk of credential
leakage as in traditional password managers by requiring
users to pass the biometric-authentication before, at least, the
automatic entry of user credentials (e.g., name, password,
etc.). The devices that include a rich set of sensors, such as
rich cell-phone sensors (e.g., camera and microphone) pro-
vide opportunities to utilize different biometric authentica-
tion techniques.

The disclosed architecture further relies on always-avail-
able cloud service(s) as a repository to maintain user creden-
tials. There is no credential stored on the device (e.g., cell
phone). Attackers cannot launch attacks to the storage system
when having physical access to the phone. To address a con-
cern of an untrusted cloud service, credentials are encrypted
before deposited to the cloud repository. The key used to
encrypt credentials, the encryption and decryption process,
are all on the mobile device side. Therefore, the cloud is not
able to eavesdrop the original credentials.

The disclosed architecture provides an improved user
experience. The characteristics of human biometric are innate
to users. The user does not need to remember anything to
accommodate biometric authentication. For example, one
way to input biometric information on a phone is simply to
speak or take video clips. Thus, the burden in remembering
and inputting the user name and password is reduced or
eliminated entirely.

Additionally, name/password and CAPTCHA input is
handled with one modality without sacrificing user experi-
ence. The same modality sensors are utilized to perform both
authentication and CAPTCHA input.

Speech can be selected as a unified modality in one imple-
mentation. The system collects user voice to perform voice
authentication and also performs speech recognition to
handle CAPTCHA input. Other modalities such as face rec-
ognition are possible. Thus, a device can authenticate a user
with face recognition and detect the CAPTCHA through the
movement of the lips. An accelerometer and/or gyroscope can
also be employed to capture user handwritings from which a
user can be authenticated and CAPTCHA being recognized at
the same time.

Reference is now made to the drawings, wherein like ref-
erence numerals are used to refer to like elements throughout.
In the following description, for purposes of explanation,
numerous specific details are set forth in order to provide a
thorough understanding thereof. It may be evident, however,
that the novel embodiments can be practiced without these
specific details. In other instances, well known structures and
devices are shown in block diagram form in order to facilitate
a description thereof. The intention is to cover all modifica-
tions, equivalents, and alternatives falling within the spirit
and scope of the claimed subject matter.
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4

FIG. 1 illustrates a security system 100 in accordance with
the disclosed architecture. As a general summary as to opera-
tion of the system 100 for a cell phone, for example, a user is
prompted to input biometric data when attempting to access a
secure website. The biometric data is captured by cell phone
sensors. Authentication of the biometric data is then per-
formed in the cloud. Authenticated encrypted credentials are
returned from the cloud to the cell phone. The phone decrypts
the credentials and uses a username and password to log-in to
the secure website.

Upon encountering a secure web page that requires a user
credential (e.g., a username and corresponding password), a
cloud service is contacted. The service requests the user to
input biometric data. The biometric data is captured by the
corresponding on-premise (device and or local external to the
device) sensors and sent to the cloud side for authentication.
If the user passes the bio-authentication, the corresponding
encrypted credential is returned. The device then uses the
on-phone key to decrypt it, automatically fill the derived user
name and password into the corresponding fields of the web
page, and submit to the original secure website.

During the process, the mobile user does not need to input
any text-based password using the cumbersome on-phone
keyboard. Instead, the user performs biometric-based authen-
tication by video/audio recording, or other modal inputs.

The architecture employs separation of secrets. In other
words, the credential is not stored on the user device (e.g.,
phone), but maintained on the cloud side. This reduces the
risk of physical attack when the device is lost or stolen. The
credential is encrypted when shipped to the cloud, so the
cloud does not have the plain text, and the key for the creden-
tial encryption is not known to the cloud and employed on the
mobile side. This reduces the concern on the untrusted cloud
service. Moreover, the biometric information is held on the
cloud side. The user device does not store the bio-informa-
tion. Thus, attackers cannot obtain the biometric information
by accessing the phone physically.

More specifically, the system 100 can include a security
management component 102 (e.g., which includes a pass-
word manager) of a device 104 that processes a request 106
for access to a secure destination 108. In response to the
access, the security management component 102 generates
biometric data 110 of a user 112 of'the device 104 in response
to the request 106. The security management component 102
encrypts the biometric data 110 as encrypted credentials 114.

A cloud framework 116 performs authentication of the
encrypted credentials 114 received from the device 104, and
sends authenticated encrypted credentials 118 to the device
104. An encryption-decryption component 120 of the device
provide encryption-decryption processing such as for
decrypting the authenticated encrypted credentials 118 to
provide access information 122 to access the secure destina-
tion 108.

The biometric data 110 is stored (e.g., maintained during
the time of registration) only on the cloud framework 116, the
encrypted credentials 114 are stored (e.g., maintained during
the time of registration) only on the cloud framework 116, and
a decryption key for decrypting the authenticated encrypted
credentials is stored (e.g., maintained during the time of reg-
istration) only on the device 104. The request 106 is received
in response to access to a secure webpage of the secure
destination 108, and the access information 122 includes a
username and a password that are automatically input to
access the secure destination 108. The encrypted credentials
114 are encrypted using a key created based on a master
credential and domain information of the secure destination
108, and the key is correlated to the device 104.
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The cloud framework 116 includes an inline CAPTCHA
(Completely Automated Public Turing test to tell Computers
and Humans Apart) handling component 124 that concur-
rently presents a random challenge and the CAPTCHA to the
user 112, via the device 104 (which can be a mobile phone).
The response to both the random challenge and the
CAPTCHA is via a single sensor type (e.g., voice only, ges-
ture only, etc.).

The cloud framework 116 includes a credential database
that stores credentials, a model database of biometric models,
and a layout database that stores parsed webpage login ele-
ment information. The device 104 includes a browser plug-in
that intercepts a login process to the secure destination 108,
analyzes webpage content to obtain a code input field, renders
an authentication interface, and performs automatic form fill-
ing.

The system 100 can further comprise a sensor component
126 that includes local sensors which sense user biometrics
related to at least one of face, voice, iris, or vein, and output
sensor data as the biometric data 110. The sensor component
126 performs recognition of a user interaction, and the secu-
rity management component 102 prompts for further user
input related to a type of the user interaction. In other words,
if the user interaction is speech, the further user input
prompted by the system 100 is also speech-based input.

The device 104 can optionally employ a security compo-
nent (not shown) for opting in or out of exposing personal
information by way of the sensor component 126. The secu-
rity component allows the subscriber to opt-in and opt-out of
the capture of tracking information (e.g., geolocation) as well
as personal information that may be obtainable. The user can
be provided with notice of the collection of personal infor-
mation, for example, and the opportunity to enable or deny
consent to do so. Consent can take several forms. Opt-in
consent imposes on the user to take an affirmative action
before the data is collected. Alternatively, opt-out consent
imposes on the user to take an affirmative action to prevent the
collection of data before that data is collected.

The architecture ensures the co-presence of all the three
legitimate parties (user, device, and cloud) before credentials
can be retrieved. This is achieved by applying a physical
separation principle. In a mobile device implementation,
there are three parties involved in the overall work flow of the
system, the user, the mobile device, and the cloud. The func-
tionalities of a conventional password manager are now split
between the mobile device and the cloud, and security is
enhanced by the physical separation principle. Only from
chain-holding of all the secrets can the system retrieve the
website credentials.

The cloud side plays two roles. Firstly, the cloud serves as
the central repository of user credentials. Secondly, the cloud
performs biometric verification, and hence, also holds a
repository of user biometric models. The mobile device also
plays two roles accordingly. The device collects user biomet-
rics via its sensors (and perhaps external sensors via short
range wireless communications with the device), and per-
forms pre-processing for performance optimization. The
device can also perform automatic form filling when the
credential is successfully retrieved from the cloud side.

The split between the user device and cloud has two mani-
fests: the functionality of a conventional password manager,
and the biometric authentication process. The split in the
manager offers a possibility to handle an untrusted cloud and
mitigates the possible information leakage when the device
gets lost or the cloud is compromised. The split in the bio-
metric authentication allows the incorporation of complex
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6

algorithms in the device-cloud computing for higher biomet-
ric detection accuracy, using the rich in-cloud computing
resources.

With the device-cloud split, the co-presence of the device
and cloud is enforced by content encryption. Credentials
stored on the cloud side are encrypted while the encryption/
decryption key is held by the device. Biometric authentica-
tion is performed to ensure the presence of the correct user.
Only when the user passes the biometric authentication will
the cloud return encrypted credentials.

FIG. 2 illustrates security in a cloud framework 200 in
accordance with the disclosed architecture. The cloud frame-
work 200 includes three data repositories (also referred to a
databases): a credentials database 202 that stores credentials,
a model database 204 that stores user biometric data, and a
CAPTCHA layout database 206 that stores the page layout of
the secure website, as obtained from a page layout analyzer
208. The cloud framework 200 can also include three function
modules: a freshness check module 210 that checks freshness
of the biometric input, an authentication module 212 that
performs biometric authentication, and a CAPTCHA recog-
nition module 214 that conducts page layout analysis. The
CAPTCHA recognition module 214 A server 216 provides a
set of web service APIs (WS API) to the device for bio-
authentication. The authentication module 212 provides input
tho a model update module 218, to further update the model
database 204 of model stored therein. An output of the
authentication module 212 is an authentication result 220,
which is passed to the device. The device includes the sensor
component 126 (of FIG. 1), which provides sensor data or
device features 222 to the freshness check module 210 for
freshness checks.

In other words, the credential repository is a collection of
URL indexed credential records. Each record can be in the
format of [f(url), f(DevID), K, (credential)], where K, is
an encryption key, described in detail hereinbelow. The bio-
metric model repository stores various biometric models,
together with the associated feature parameters and the deci-
sion thresholds for the specific bio-authentication means.

The freshness check module 210 scrutinizes the freshness
of the user’s biometric data. If there is CAPTCHA on the
login page, the freshness check module 210 generates random
challenges suitable for the chosen sensor modality. Upon
receiving responses from the device, the freshness check
module 210 recognizes the random challenge and compares it
against a ground truth. The biometric authentication module
212 will only perform the user verification if the freshness
check passes.

The page layout analyzer 208 parses the login pages of all
the secure websites the user has registered, and extracts the
HTML (hypertext markup language) elements of the input
field name or identifier (ID) for username, password, and
CAPTCHA, and the position of these fields in a DOM (docu-
ment object model) tree. Such information is stored in the
layout repository.

The device communicates to the cloud through the WS
APIs. The communication can be protected using SSL (se-
cure socket layer). Additionally, the Hash(DevID) is manda-
tory parameter in all of the WS APIs, which discourages a
random scanning attack. Absent this parameter, an attacker
might be able to easily hit victim systems through scanning
using randomly grabbed biometric signals, due to relatively
low entropy of biometric signals.

FIG. 3 illustrates an exemplary security software system
300 foruse on the client side. The client-side software enables
direct access of hardware sensors from within a browser (e.g.,
mobile). (Another solution may include the use of HTMLS5 in
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the client device browser.) In this implementation, a combi-
nation of a browser plug-in 302 of a device browser 304 and
alocal web server 306 is employed. The browser plug-in 302
can access the raw content of a secure webpage (since the
content is already decrypted). The plug-in 302 intercepts the
login process, analyzes the page content to obtain the
CAPTCHA input field, renders the authentication user inter-
face, and performs automatic form filling. The local server
306 accesses local hardware sensors 308, communicates with
the cloud framework 116 (also called service), and performs
encryption/decryption. The local server 306 can also perform
certain pre-processing and/or feature extraction to speed-up
the whole process.

Accordingly, the local server 306 can includea CAPTCHA
layout cache 310, a pre-processing module 312, and an
encryption/decryption module 314. The sensors 308 can
include many common sensors typically employed with the
user device such as a camera 316 (video or still), microphone
318, motion sensor 320 (e.g., accelerometer, tilt, etc.), and
location sensor 322 (e.g., geolocation subsystem such as GPS
(global positioning system)).

In an alternative implementation that is not browser-spe-
cific, similar results can be achieved by deploying an SSL
proxy to hijack the original HTTPS (hypertext transfer pro-
tocol secure) session and split the session into two HTTPS
sessions.

FIG. 4 illustrates an exemplary inline CAPTCHA handling
system 400. The CAPTCHA system is inline in that the
CAPTCHA input is handled within the process of biometric
authentication (bio-authentication) using one modality of
sensor input, without interruption. During the bio-authenti-
cation, one or more random challenges and the CAPTCHA
are displayed to the user concurrently. The user inputs the
challenges and CAPTCHA using one type of sensor (e.g.,
microphone, accelerometer). For example, if the user
employs gesture as the authentication method, the system 400
can attempt recognition of the CAPTCHA via handwriting
recognition.

The inline CAPTCHA handling system 400 improves the
user experience. Additionally, since the ground truth of the
response is known to the cloud, the random challenge can
serve to train biometric data, which the cloud can accumula-
tively utilize to incrementally improve the recognition accu-
racy for the CAPTCHA input.

The inline CAPTCHA handling system 400 is described in
a voice authentication example. The user reads both the ran-
dom challenge sent from the cloud service and the
CAPTCHA sent from the website of interest. Using voice
input, the cloud side performs the following tasks: recogni-
tion 402 of the random words via speech recognition, as
provided as a response 404 to a random challenge, and per-
forms verification 406 of the correctness of the voice response
404. If the sensor data is correct, a freshness check 408 is
passed. If voice verification 406 is successful, then
CAPTCHA recognition 410 is performed on CAPTCHA data
412. The user’s voice for random words may be used as
on-the-fly training data. The credential and CAPTCHA rec-
ognition result are both returned to the client for processing
and auto fill-in 414.

FIG. 5 illustrates a user interface 500 for random challenge
and CAPTCHA input. The user interface 500 is described in
terms of voice recognition and authentication as the modal
input. A model input panel 502 can be a popup window that
prompts for user input. In this example, the modal input panel
502 can present input instructions 504 as to what modal input
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is to be used and challenge information 506 as to the user
response (e.g., spoken letters, characters, words, etc.) to the
challenge.

A CAPTCHA panel 508 can be a pop-up window that
presents CAPTCHA output as multiple possible recognition
results for viewing by the user at the client device. Presenta-
tion can be ranked candidate list 510 with the most likely
candidate at the top. The user selects the correct candidate
from the list 510, and continues the login process. If no
selection in the list 510 is correct, the user will need to
perform a correction such as repeating the process to make the
correct selection. Finally, the credential and CAPTCHA are
automatically filled-in on the target webpage, as shown in a
secure login panel 512 of the web service. The credentials can
include auto-entry of a username in a username field 514,
auto-entry of a password in a password field 516, and presen-
tation of the correct CAPTCHA 518.

Following is a description of secrets chain-holding and key
generation for both encryption/decryption and registration.

The disclosed architecture includes biometric data (K,,,)
of the real user, a key (K,,,.) for encryption/decryption of
credentials (assumes the use of symmetric key cryptography),
and a device token (Token). The three parties in play include
the device user, the device, and the cloud. According to a
threat model, any party can be untrusted (e.g., the device user
can be an impostor).

According to the physical separation principle, K, is held
by the cloud, K_,,.. is held by the device, and Token is held by
auser. Only when the correctK,, ; K., and the Token are all
present, can the architecture retrieve the plaintext of the cre-
dentials.

With respect to key generation, when a user registers with
the disclose security architecture, the user chooses a master
credential (MC) (the master credential is secured and used for
input when registering, unregistering, and in rescue mode)
that comprises an ID (e.g., a unique ID such as an email
address) and a strong passcode. The MC and the domain name
of' the targeted website (URL) are used as a seed to generate
K

encs

K,,.=flconcat(URL,MC))

where concat( ) is to concatenate two strings, and f( ) is a
secure cryptographic hash function (e.g., SHA-1). The key
K., is then used for credential encryption and decryption.

To register and unregister a device such as a mobile phone,
the architecture uses the master credential (MC) to generate a
registration key, K __, which is defined as,

reg’®

K, e=f(x0r(MC,DevID))

where DevID is a unique device 1D (e.g., IMEI (international
mobile equipment identity) number). The registration key
K, is stored only on the cloud side. The registration key is
sent to security service of the cloud framework at device
registration time. The cloud service uses K, to unregister a
device from the security service. The registration key K, is
also a rescue means for the user to authenticate the user by
conventional password authentication, when the user fails the
biometric authentication. In this rescue mode, the device uses
a different encryption strategy: the device first derives the
plaintext of K, from MC (which is input by the user). The
device further encrypts the plaintext using K, (instead of
K., so that the server can decrypt it) and sends the encrypted
credentials to the server. The server compares the decrypted
content against its own copy.

Note that, salt (DevID and URL) has been added when
generating K., and K,,,... DevID correlates K, not only to
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MC, but also the mobile device. Thus, this discourages ran-
dom guess on the MC across multiple security users.

Incorporating website’s URL in generating K, avoids a
“crack one for all” effect, since now, each secure site has a
different encryption key. Incorporating the URL also reduces
the risk when users reuse the password extensively across
multiple websites.

Following is a general description of a threat model. The
physical separation of the encryption key (K, ), biometric
data (K,,,), and the device token (Token) to different parties
ensures that the absence of any party in the chain will fail the
retrieval of the original credential.

For the threat of the client device being lost/stolen, since no
password is stored on the device, there is no worry about the
credential leak. The malicious phone holder does not possess
K,,,, hence the holder cannot retrieve the credential from the
cloud. If the holder launches a random attack to the cloud
using the device, the cloud can lock the device for a certain
number of retries.

For the untrusted cloud threat, as the credential is
encrypted, the attacker cannot retrieve the plaintext. More-
over, the addition of salt to generate keys makes it more
difficult to for the system to be cracked.

With respect to spoofing the biometric data, the freshness
process of the K, provides a means for defeating this attack.
The architecture can adopt the standard challenge-response
method to ensure the fresh capture of biometric data. The user
finishes the biometric data input within a predefined period of
time. Hence, simply forging and replaying stale biometric
data cannot break the system. Moreover, even if the attacker
successfully spoofs the bio-authentication mechanism, it is
similar to that of the untrusted cloud case, which does not
immediately result in information leakage thanks to the sepa-
ration of secrets. Thus, the disclosed architecture demon-
strates improved security over conventional biometric
authentication systems.

Additionally, a key revocation mechanism is provided that
allows use of the master credential MC to configure the cloud
service to stop further access from the lost device to protect
user credentials when both the device is stolen and the bio-
metric signal is also spoofed by the same attacker.

FIG. 6 illustrates a sequential work flow diagram 600 of the
security architecture for voice verification and recognition
using a mobile device. Initially, the security architecture ren-
ders the received CAPTCHA (from the targeted secure web-
site) and the random challenge from cloud service, in one
page (FIG. 5). The rendering action depends on the
CAPTCHA, the challenge word, and the CAPTCHA layout
information stored in the cloud. The system parallelizes the
requests from the mobile device to the targeted website and
the cloud service. The retrieval of CAPTCHA, analysis of
layout of the login webpage, and the generation of random
challenge can be executed in parallel.

According to the diagram 600, the mobile device retrieves
a login page based on access request of the secure website, as
indicated at 602. Upon receiving the request from the mobile
device, the cloud page layout analyzer (208 of FIG. 2) emu-
lates a mobile request to the targeted secure website, analyzes
the layout of returned pages to identify the HTML element of
the CAPTCHA fields and the node positions of these fields in
the DOM tree, as indicated at 604. The information is saved to
the page layout repository (layout database 206) and also sent
back to the mobile device, along with the random challenges
of suitable length. Since websites rarely change the login
page layout, for consistent user experience, page layout
analysis is lazily performed, on a daily basis, for example.
The page layout repository (layout database 206) saves an
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on-demand request to the specific requested secure website.
Note that, the page layout information is user independent,
and hence, can be shared among all architecture users.

At 606, random challenges are obtained. At 608, the ran-
dom challenges are presented. At 610, the user voice is
recorded as biometric data. At 612, the voice biometric data is
pre-processed (e.g., silence detection and removal, and self
normalization). At 614, the biometric data is compressed for
transmission. At 616, the compressed data is transmitted. At
618, voice verification and CAPTCHA recognition is per-
formed. At 620, an authenticated credential is sent back to the
mobile device.

FIG. 7 illustrates an optimized sequential work flow dia-
gram 700 of the security architecture for voice verification
and recognition using a mobile device that exploits parallel-
ism. The diagram exploits parallelism among subtasks and
also shifts certain tasks to the cloud. The averaged effect of
parallelizing requests over WiFi (wireless fidelity), 3G (3™
generation mobile telecommunications), and GPRS (general
packet radio service) network provides enhanced perfor-
mance.

Pipelining is another way to exploit parallelism. The audio
signal is usually processed on a frame-by-frame basis and has
no temporal dependency. The processing stages can be pipe-
lined. The pre-processing 312 involves at least two function
modules: silence detection and removal using a zero-crossing
algorithm, and self normalization that adapts the voice signal
to the noise floor. Additionally, a standard AMR (adaptive
multi-rate) codec (coder/decoder) can be utilized to compress
the resulting voice segments before transmission.

In this flow diagram 700, parallelism involves retrieving
the login page. In one leg of the diagram 700, the login page
is retrieved, at 702. At 704, the layout of the page is analyzed.
At 706, CAPTCHA and challenges are sent back. While this
processing occurs, the login page retrieval, at 702, also occurs
to prepare for display of challenges, at 708. At 710, the user
voice is recorded as biometric data. At 712, the voice biomet-
ric data is pre-processed (e.g., silence detection and removal,
and self normalization). At 714, the biometric data is com-
pressed for transmission. At 716, the compressed data is
transmitted. At 718, voice verification and CAPTCHA rec-
ognition is performed. At 720, an authenticated credential is
sent back to the mobile device.

FIG. 6 and FIG. 7 describe flow for application of the
disclosed architecture to voice verification and recognition.
However, it is to be understood that this is only one applica-
tion, and can be generalized to other modalities. For example,
block 610 can capture sensor data, and thus, block 618 is then
biometric verification and CAPTCHA recognition. This
applies similarly to blocks 710 and 718 of FIG. 7.

Included herein is a set of flow charts representative of
exemplary methodologies for performing novel aspects of the
disclosed architecture. While, for purposes of simplicity of
explanation, the one or more methodologies shown herein,
for example, in the form of a flow chart or flow diagram, are
shown and described as a series of acts, it is to be understood
and appreciated that the methodologies are not limited by the
order of acts, as some acts may, in accordance therewith,
occur in a different order and/or concurrently with other acts
from that shown and described herein. For example, those
skilled in the art will understand and appreciate that a meth-
odology could alternatively be represented as a series of inter-
related states or events, such as in a state diagram. Moreover,
not all acts illustrated in a methodology may be required for a
novel implementation.

FIG. 8 illustrates a security method in accordance with the
disclosed architecture. At 800, biometric data of a user is
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requested via a mobile device in response to accessing a
secure website. At 802, the biometric data is sensed via sen-
sors of the mobile device. At 804, the biometric data is
encrypted as credentials at the mobile device. At 806, the
credentials are authenticated at a cloud service to create
authenticated credentials. At 808, the authenticated creden-
tials are sent from the cloud service to the mobile device. At
810, the authenticated credentials are decrypted at the mobile
device. At 812, access to the secure website is processed using
the decrypted authenticated credentials.

FIG. 9 illustrates further aspects of the method of FIG. 8.
Note that the flow indicates that each block can represent a
step that can be included, separately or in combination with
other blocks, as additional aspects of the method represented
by the flow chart of FIG. 8. At 900, an encryption and decryp-
tion key is generated in the mobile device based on a master
credential and a domain name of the secure website. At 902,
a registration and unregistration key is generated at the cloud
service based on a master credential and mobile device iden-
tifier. At 904, a CAPTCHA input and a random challenge are
processed as part of the authenticating the credentials using
one modality of sensor input. At 906, a user interface is
presented in response to the request and, processing
CAPTCHA and random challenges to create a secure login
page to the secure website. At 908, the biometric data is stored
only on a cloud framework, the encrypted credentials are
stored only on the cloud framework, and an encryption/de-
cryption key is stored only on the mobile device.

FIG. 10A and FIG. 10B illustrate an alternative security
method in accordance with the disclosed architecture. At
1000, access to a secure website is initiated via a device. At
1002, biometric data of a user is collected via sensors of the
device. At 1004, the biometric data is encrypted as credentials
at the device using a key. At 1006, the credentials are sent to
a cloud framework. At 1008, an authentication user interface
is presented in response to the access. Continuing to FIG.
10B, at 1010, authentication of the credentials is initiated at
the cloud framework. At, 1012, a random challenge and
CAPTCHA are presented via the user interface. At 1014, the
challenge and CAPTCHA are processed to create authenti-
cated credentials. At 1016, the authenticated credentials are
sent from the cloud framework to the device. At 1018, the
authenticated credentials are decrypted at the device. At 1020,
access to the secure website is processed using the decrypted
authenticated credentials.

FIG. 11 illustrates further aspects of the method of FIGS.
10A and 10B. Note that the flow indicates that each block can
represent a step that can be included, separately or in combi-
nation with other blocks, as additional aspects of the method
represented by the flow chart of FIG. 10. At 1100, the key is
generated based on a user identifier, a passcode, and domain
name of the secure website. At 1102, co-presence of the cloud
framework and the device is checked based on content
encryption. At 1104, the device is registered for secure bio-
metric authentication processing using a register key gener-
ated from a device identifier of the device and a master cre-
dential.

As used in this application, the terms “component” and
“system” are intended to refer to a computer-related entity,
either hardware, a combination of software and tangible hard-
ware, software, or software in execution. For example, a
component can be, but is not limited to, tangible components
such as a processor, chip memory, mass storage devices (e.g.,
optical drives, solid state drives, and/or magnetic storage
media drives), and computers, and software components such
as a process running on a processor, an object, an executable,
a data structure (stored in volatile or non-volatile storage
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media), a module, a thread of execution, and/or a program. By
way of illustration, both an application running on a server
and the server can be a component. One or more components
can reside within a process and/or thread of execution, and a
component can be localized on one computer and/or distrib-
uted between two or more computers. The word “exemplary”
may be used herein to mean serving as an example, instance,
or illustration. Any aspect or design described herein as
“exemplary” is not necessarily to be construed as preferred or
advantageous over other aspects or designs.

Referring now to FIG. 12, there is illustrated a block dia-
gram of'a computing system 1200 that executes a multi-party
security protocol in accordance with the disclosed architec-
ture. However, it is appreciated that the some or all aspects of
the disclosed methods and/or systems can be implemented as
a system-on-a-chip, where analog, digital, mixed signals, and
other functions are fabricated on a single chip substrate. In
order to provide additional context for various aspects
thereof, FIG. 12 and the following description are intended to
provide a brief, general description of the suitable computing
system 1200 in which the various aspects can be imple-
mented. While the description above is in the general context
of computer-executable instructions that can run on one or
more computers, those skilled in the art will recognize that a
novel embodiment also can be implemented in combination
with other program modules and/or as a combination of hard-
ware and software.

The computing system 1200 for implementing various
aspects includes the computer 1202 having processing unit(s)
1204, a computer-readable storage such as a system memory
1206, and a system bus 1208. The processing unit(s) 1204 can
be any of various commercially available processors such as
single-processor, multi-processor, single-core units and
multi-core units. Moreover, those skilled in the art will appre-
ciate that the novel methods can be practiced with other
computer system configurations, including minicomputers,
mainframe computers, as well as personal computers (e.g.,
desktop, laptop, etc.), hand-held computing devices, micro-
processor-based or programmable consumer electronics, and
the like, each of which can be operatively coupled to one or
more associated devices.

The system memory 1206 can include computer-readable
storage (physical storage media) such as a volatile (VOL)
memory 1210 (e.g., random access memory (RAM)) and
non-volatile memory (NON-VOL) 1212 (e.g., ROM,
EPROM, EEPROM, etc.). A basic input/output system
(BIOS) can be stored in the non-volatile memory 1212, and
includes the basic routines that facilitate the communication
of'data and signals between components within the computer
1202, such as during startup. The volatile memory 1210 can
also include a high-speed RAM such as static RAM for cach-
ing data.

The system bus 1208 provides an interface for system
components including, but not limited to, the system memory
1206 to the processing unit(s) 1204. The system bus 1208 can
be any of several types of bus structure that can further inter-
connect to a memory bus (with or without a memory control-
ler), and a peripheral bus (e.g., PCI, PCle, AGP, LPC, etc.),
using any of a variety of commercially available bus archi-
tectures.

The computer 1202 further includes machine readable
storage subsystem(s) 1214 and storage interface(s) 1216 for
interfacing the storage subsystem(s) 1214 to the system bus
1208 and other desired computer components. The storage
subsystem(s) 1214 (physical storage media) can include one
or more of a hard disk drive (HDD), a magnetic floppy disk
drive (FDD), and/or optical disk storage drive (e.g., a CD-
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ROM drive DVD drive), for example. The storage interface(s)
1216 can include interface technologies such as EIDE, ATA,
SATA, and IEEE 1394, for example.

One or more programs and data can be stored in the
memory subsystem 1206, a machine readable and removable
memory subsystem 1218 (e.g., flash drive form factor tech-
nology), and/or the storage subsystem(s) 1214 (e.g., optical,
magnetic, solid state), including an operating system 1220,
one or more application programs 1222, other program mod-
ules 1224, and program data 1226.

The operating system 1220, one or more application pro-
grams 1222, other program modules 1224, and/or program
data 1226 can include the entities and components of the
system 100 of FIG. 1, the entities and components of the
framework 200 of FIG. 2, the entities and components of the
system 300 of FIG. 3, the entities and components of the
system 400 of F1G. 4, the user interface 500 of FIG. 5, the flow
diagrams 600 and 700 of FIGS. 6 and 7, and the methods
represented by the flowcharts of FIGS. 8-11, for example.

Generally, programs include routines, methods, data struc-
tures, other software components, etc., that perform particu-
lar tasks or implement particular abstract data types. All or
portions of the operating system 1220, applications 1222,
modules 1224, and/or data 1226 can also be cached in
memory such as the volatile memory 1210, for example. It is
to be appreciated that the disclosed architecture can be imple-
mented with various commercially available operating sys-
tems or combinations of operating systems (e.g., as virtual
machines).

The storage subsystem(s) 1214 and memory subsystems
(1206 and 1218) serve as computer readable media for vola-
tile and non-volatile storage of data, data structures, com-
puter-executable instructions, and so forth. Such instructions,
when executed by a computer or other machine, can cause the
computer or other machine to perform one or more acts of a
method. The instructions to perform the acts can be stored on
one medium, or could be stored across multiple media, so that
the instructions appear collectively on the one or more com-
puter-readable storage media, regardless of whether all of the
instructions are on the same media.

Computer readable media can be any available media that
can be accessed by the computer 1202 and includes volatile
and non-volatile internal and/or external media that is remov-
able or non-removable. For the computer 1202, the media
accommodate the storage of data in any suitable digital for-
mat. It should be appreciated by those skilled in the art that
other types of computer readable media can be employed
such as zip drives, magnetic tape, flash memory cards, flash
drives, cartridges, and the like, for storing computer execut-
able instructions for performing the novel methods of the
disclosed architecture.

A user can interact with the computer 1202, programs, and
data using external user input devices 1228 such as a key-
board and a mouse. Other external user input devices 1228
can include a microphone, an IR (infrared) remote control, a
joystick, a game pad, camera recognition systems, a stylus
pen, touch screen, gesture systems (e.g., eye movement, head
movement, etc.), and/or the like. The user can interact with
the computer 1202, programs, and data using onboard user
input devices 1230 such a touchpad, microphone, keyboard,
etc., where the computer 1202 is a portable computer, for
example. These and other input devices are connected to the
processing unit(s) 1204 through input/output (I/0) device
interface(s) 1232 via the system bus 1208, but can be con-
nected by other interfaces such as a parallel port, IEEE 1394
serial port, a game port, a USB port, an IR interface, short-
range wireless (e.g., Bluetooth) and other personal area net-
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work (PAN) technologies, etc. The 1/O device interface(s)
1232 also facilitate the use of output peripherals 1234 such as
printers, audio devices, camera devices, and so on, such as a
sound card and/or onboard audio processing capability.

One or more graphics interface(s) 1236 (also commonly
referred to as a graphics processing unit (GPU)) provide
graphics and video signals between the computer 1202 and
external display(s) 1238 (e.g., LCD, plasma) and/or onboard
displays 1240 (e.g., for portable computer). The graphics
interface(s) 1236 can also be manufactured as part of the
computer system board.

The computer 1202 can operate in a networked environ-
ment (e.g., [P-based) using logical connections via a wired/
wireless communications subsystem 1242 to one or more
networks and/or other computers. The other computers can
include workstations, servers, routers, personal computers,
microprocessor-based entertainment appliances, peer
devices or other common network nodes, and typically
include many or all of the elements described relative to the
computer 1202. The logical connections can include wired/
wireless connectivity to a local area network (LAN), a wide
area network (WAN), hotspot, and so on. LAN and WAN
networking environments are commonplace in offices and
companies and facilitate enterprise-wide computer networks,
such as intranets, all of which may connect to a global com-
munications network such as the Internet.

When used in a networking environment the computer
1202 connects to the network via a wired/wireless communi-
cation subsystem 1242 (e.g., a network interface adapter,
onboard transceiver subsystem, etc.) to communicate with
wired/wireless networks, wired/wireless printers, wired/
wireless input devices 1244, and so on. The computer 1202
can include a modem or other means for establishing com-
munications over the network. In a networked environment,
programs and data relative to the computer 1202 can be stored
in the remote memory/storage device, as is associated with a
distributed system. It will be appreciated that the network
connections shown are exemplary and other means of estab-
lishing a communications link between the computers can be
used.

The computer 1202 is operable to communicate with
wired/wireless devices or entities using the radio technolo-
gies such as the IEEE 802.xx family of standards, such as
wireless devices operatively disposed in wireless communi-
cation (e.g., IEEE 802.11 over-the-air modulation tech-
niques) with, for example, a printer, scanner, desktop and/or
portable computer, personal digital assistant (PDA), commu-
nications satellite, any piece of equipment or location asso-
ciated with a wirelessly detectable tag (e.g., a kiosk, news
stand, restroom), and telephone. This includes at least Wi-Fi
(or Wireless Fidelity) for hotspots, WiMax, and Bluetooth™
wireless technologies. Thus, the communications can be a
predefined structure as with a conventional network or simply
an ad hoc communication between at least two devices. Wi-Fi
networks use radio technologies called IEEE 802.11x (a, b, g,
etc.) to provide secure, reliable, fast wireless connectivity. A
Wi-Fi network can be used to connect computers to each
other, to the Internet, and to wire networks (which use IEEE
802.3-related media and functions).

The illustrated and described aspects can be practiced in
distributed computing environments where certain tasks are
performed by remote processing devices that are linked
through a communications network. In a distributed comput-
ing environment, program modules can be located in local
and/or remote storage and/or memory system.

What has been described above includes examples of the
disclosed architecture. It is, of course, not possible to describe
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every conceivable combination of components and/or meth-
odologies, but one of ordinary skill in the art may recognize
that many further combinations and permutations are pos-
sible. Accordingly, the novel architecture is intended to
embrace all such alterations, modifications and variations that
fall within the spirit and scope of the appended claims. Fur-
thermore, to the extent that the term “includes” is used in
either the detailed description or the claims, such term is
intended to be inclusive in a manner similar to the term
“comprising” as “comprising” is interpreted when employed
as a transitional word in a claim.

What is claimed is:

1. A device comprising:

computer-executable instructions; and

a hardware processor configured to execute the computer-

executable instructions, wherein the computer-execut-

able instructions cause the hardware processor to:

store, at the device, an encryption key usable to decrypt
encrypted credentials, wherein the encrypted creden-
tials are stored at a cloud framework and the encryp-
tion key is not known to the cloud framework;

process an authentication challenge request and a rec-
ognition challenge request for access to a secure des-
tination that is separate from the cloud framework,
wherein the authentication challenge request is pro-
vided by the cloud framework and the recognition
challenge request is provided by the secure destina-
tion;

generate biometric data of a user responsive to both the
authentication challenge request and the recognition
challenge request using a single biometric sensor;

provide the biometric data to the cloud framework,
wherein the cloud framework performs authentica-
tion of the biometric data;

receive the encrypted credentials and a recognition
result from the cloud framework in response to the
biometric data provided to the cloud framework;

decrypt the encrypted credentials using the encryption
key to obtain decrypted credentials; and

obtain access to the secure destination by providing the
decrypted credentials and the recognition result to the
secure destination.

2. The device of claim 1, wherein the computer-executable
instructions cause the hardware processor to:

prevent the biometric data from being persistently stored

on the device.
3. The device of claim 1, wherein the decrypted credentials
include
a username and a password.
4. The device of claim 1, wherein the computer-executable
instructions cause the hardware processor to:
create the encryption key based on a master credential and
domain information of the secure destination; and

create another encryption key for decrypting other
encrypted credentials for another secure destination, the
another encryption key being created based on both the
master credential and other domain information of the
another secure destination.

5. The device of claim 1, wherein the computer-executable
instructions cause the hardware processor to:

prevent the encrypted credentials from being persistently

stored on the device.

6. The device of claim 1, wherein the authentication chal-
lenge request corresponds to a random challenge and the
recognition challenge request corresponds to a CAPTCHA
(Completely Automated Public Turing test to tell Computers
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and Humans Apart), an input for the CAPTCHA being
extracted from the biometric data.

7. The device of claim 1, wherein the biometric data com-
prises voice data.

8. The device of claim 7, wherein the recognition challenge
comprises a prompt for a user of the device to produce speech
to satisfy the prompt.

9. The device of claim 8, wherein the prompt includes a
word and the speech satisfies the prompt when the biometric
data includes the word.

10. The device of claim 9, wherein the computer-execut-
able instructions cause the hardware processor to:

receive a list of recognition result candidates from the

cloud framework;

display the list of recognition result candidates on the

device; and

receive a user selection of the recognition result from the

list of recognition result candidates.

11. A method implemented utilizing a processor that
executes instructions stored in a memory, the method com-
prising:

storing encrypted credentials of a user at a cloud service,

wherein an encryption key usable to decrypt the
encrypted credentials is stored at a client device associ-
ated with the user, the encryption key stored at the client
device is not known to the cloud service, and, when
decrypted, the encrypted credentials allow the user to
access a secure destination that is separate from the
cloud service;

sending an authentication challenge request from the cloud

service to the client device;
receiving biometric data of the user from the client device,
wherein the biometric data is responsive to both the
authentication challenge request sent from the cloud
service to the client device and a recognition challenge
request provided by the secure destination;

authenticating the biometric data at the cloud service to
obtain an authentication result responsive to the authen-
tication challenge request sent from the cloud service to
the client device;

processing the biometric data to obtain a recognition result

responsive to the recognition challenge request provided
by the secure destination; and

provided the authentication result indicates that the bio-

metric data is authenticated, sending the encrypted cre-
dentials and the recognition result from the cloud service
to the client device.

12. The method of claim 11, further comprising:

when the biometric data is not authenticated, not sending

the encrypted credentials from the cloud service to the
client device.

13. The method of claim 11, further comprising:

storing multiple different encrypted credentials for mul-

tiple different secure destinations that are separate from
the cloud service; and

for the multiple different secure destinations, performing

multiple different instances of the sending the authenti-
cation challenge request, the receiving, the authenticat-
ing, the processing, and the sending the encrypted cre-
dentials and the recognition result.

14. The method of claim 11, wherein the recognition chal-
lenge request is a CAPTCHA (Completely Automated Public
Turing test to tell Computers and Humans Apart) and the
recognition result is a response to the CAPTCHA.

15. The method of claim 14, wherein the authentication
challenge is a random word challenge, the authentication
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result is a spoken response to the random word challenge, and
the recognition result is a spoken response to the CAPTCHA.
16. The method of claim 11, further comprising:
determining whether the received biometric data was input
within a predefined period of time from issuance of the
authentication challenge request; and
authenticating the received biometric data only if the
received biometric data was input within the predefined
period of time.
17. A method performed by a computer processor, the
method comprising:
storing encrypted credentials of a user at a cloud frame-
work, wherein:
an encryption key usable to decrypt the encrypted cre-
dentials is stored at a device associated with the user
and the encryption key is not known to the cloud
framework, and
the encrypted credentials are associated with a login
page having a CAPTCHA (Completely Automated
Public Turing test to tell Computers and Humans
Apart);
sending, to the device, a CAPTCHA challenge and an
authentication challenge that is separate from the
CAPTCHA challenge;
receiving, from the device, a biometric challenge response
to the authentication challenge and a biometric
CAPTCHA response to the CAPTCHA challenge, the
biometric challenge response and the biometric
CAPTCHA response being captured using a single bio-
metric sensor;
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performing biometric verification on the biometric chal-
lenge response to determine whether the biometric chal-
lenge response matches a user biometric model associ-
ated with the user; and

when the biometric challenge response is verified to match

the user biometric model:

performing recognition on the biometric CAPTCHA
response to obtain recognized CAPTCHA input, and

sending the encrypted credentials and the recognized
CAPTCHA input from the cloud framework to the
device.

18. The method of claim 17, further comprising:

performing recognition on the biometric challenge

response to obtain response words; and

determining whether the response words match challenge

words of the authentication challenge.

19. The method of claim 18, wherein the performing rec-
ognition on the biometric CAPTCHA response and the send-
ing the encrypted credentials and the recognized CAPTCHA
input are performed when the response words match the
challenge words.

20. The method of claim 17, further comprising:

determining a type of the single biometric sensor used by

the device; and

generating the authentication challenge according to the

type of the single biometric sensor used by the device.
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